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[PPT1 Key Provisioning Use Cases and Requirements 
File Forrrsat: IVIicrosoft Powerpoint - View as l-ITI\/!L 

An issuer outsources its OTP software token secret provisioning to a service provider; A 
user goes to issuer site to purcliase a token and receives an ... 

wwwJetf.O;g/p;Oceedifigs/06r;Gy/sHdes/keyprov-2/keyprov--2.ppt - SimyaLPagss 

(WO/2005/083924) TOKEN PROVISjONiNG 

TOKEN PROVISIONING Field of the Invention [0001] The field of the invention is 
information security, and in particular provisioning a token with a secret ... 

^O^iA-US^005005482&DISPL.AY-DR^SC-32k- 

Token provisioning ■■ Paienl Application 2005^^^^ 

The field of the invention is information security, and in particular provisioning a token with 
a secret that can be used by the token to generate a ... 

www.freepatentsonline.com/y2005/0l88202.htmi - Similar pages 

[PDF] Qn-iDpard Crede^^ 

File Format: PDF/Adobe Acrobat - View a s HTML 

Aug 29, 2008 ... designing and provisioning new hardware tokens,. • open, so as to allow 
any service provider to provision new credential secrets as well as ... 

research.nokia.com/fil8S/NRCTR2008007.pdf ■■ Similar pages 
by JE. Ekbefg' - Cited by 1 

Easy OTP Token JHgme page 

Token provisioning on your OTP server. Token id, secret keys. End-User Fulfillment. 
Token personalization & customization (colors, logo); Token user binding ... 

^vo'v'>,^ ^ ■ >^ ' ^ o . o\ v4pjoken/- 25k- CMl.ed vSirMa^^^^^ 

OAutii Spec i devd ev2050 

Expiration of tokens, provisioning of Consumer keys and secrets are beyond the scope. 
As are application specific permissions, these things might get ... 

term.ie/devdev/oauth-spec-worKing • 30k • Cached - Sir^iia: pages 

Securing Electronic Business Processes Highlights of the .■. - Google Books Result 

3.4 Provisioning This section describes the existing and drafts that exist ... cryptographic 
tokens with secret keys without exposing generated, secret, ... 

books. googie,com/books?isbn=3834802l 31 ... 

Optaioiog an AuthenticMQn^ 

Expiration of tokens, provisioning of API keys and secrets are beyond the scope. As are 
application specific permissions. # Error codes (and they all need ...^ 

draft-cam-winget-eap4ast-pptp:provisioning^"^^ 

EAP-POTP allows a protected authentication based on a pre-shared secret provisioned 
into a one-time password generating token. Possession of the token and ... 

\v ^ ^ 0 )visioning-02.txt- 19k- 
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way to read an SSO secret from Secret Store? ... 
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[PPT1 Key Provisioning Use Cases and Requirements 
File Format: Microsoft Powerpoint - View as HTML 

The secret is encrypted with the public key of the device certificate. Use Case 3. A 
desktop user obtains an OTP shared secret ... 

www,ietf.Qrg/proceed!ngs/06no¥/sHdes/keyprov-2/keyprov-2.ppt - Sirriiiar pages 
Private-key (or secret-ke y) cr y pto graphy 

Oct 16, 2008 ... Secret-key systems. Asymmetric encryption. Public key • Session keys ... 
method (sometimes called "One-Time Password" and abbreviated OTP), ... 

en.kioskea,net/oonfents/cr>'pto/deprivee.php3 - 43k - Cached - SirMsr..psiies 

Sjashdot J Time Running Out 

Sep 13, 2007 ... Suppose we have a public-key cryptosystem consisting of an encryption 
function E and a decryption function D, with a secret key Ks and a ... 

slashdot,org/art!d8.pi?sid=07/09/1 3/1720251 - 140k - Cached - SimllM.page^ 

Snake Oil Warning Signs:Encryption Software to Avoid 

Apr 10, 1998 ... Failure to verify that the public key really does belong to Bob leaves .... 

Technically, the encrypted output of an OTP system is equally ... 

www.interhack net/people/cmcurtin/snake-oii-faq.html - 39k - .Cached - Slmyar.pages 

One-time pad - Wil<ipedia. the free encyclopedia 

In cryptography, the one-time pad (OTP) is an encryption algorithm where the plaintext 
is ... and kept secret, the one-time pad provides perfect secrecy. ... 

en.wikipedia.orQ/vyiki/One--tin"ie..pad - 90k - Cached - birnnar paga^; 

Crash course on cryptography: Secret key cryptography (in ... 

This makes an OTP very difficult to manage. It is said to have been used for the ... Usually 

the key is encrypted using public key encryption so it can be ... 

^ " V vO 0 0 " ^ 0!vu=ir5Course/secretk8ycrypto,' ■■ 20k - 

[DOC] ACM Encryptipn Wor^^^^^ 

Fiie Fosfs-saL Microsoft Word - View as HTML 

The Vernam cipher, or One Time Pad (OTP) encryption scheme was developed by 
Gilbert ... The pair of numbers e and n are the components of the public key. ... 

mTO^cooper.8du/~waifis/e^cryp^ion/handout.doc - SLrMar j?a^^^^ 

(WQ/2005/083924).TO 

The CA can also generate a certificate that can include the public key received from the 
token, the encrypted OTP secret, and a digital signature that is ... 

www.wipo.int/pctdb/en./wo.jsp?IA=:US2005005482&DlSPLAY=DESC - 32k - 

Free encryption key Download - encryption key Software 

OTP encryption is absolutely unbreakable if used correctly Encryption functions 

(public key/ secret key) and huge integer math functions ... 

ir,com./free-8ncryption--key/ - 67k - Cached - SiJ^iii.ar pa^ex 
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Fite FoEf-iaL PDF/Adobe Acrobat 

Top Secret Cryptography - One Time Pad is based on the VOC technology and gives you 
access to. unbreal<able OTP encryption. OTP encryption is absolutely ... 

www.gsocsties.com/otp_.descfiption/cyberprot8ct.pdr - Ssn iiiar yffi;;es 
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Did you mean; update TOP secret Top 2 results siiown 

lcQnBuffeti„BlQ5 Foru 

One thing I'm confused about is the blog title "Super TOP SECRET Update". ..if the 
update's top secret, then surely posting it on the blog makes it extremely ... 

■vx ^ ; 0 - ^.00^^^ o-:: toD-secret-update-part-4 - 37k- 

Arthole: Update to 'Top Secret' 

Update to 'Top Secret'. My original 'Top Secret' plans have been scrapped and I am 
starting over. However, rather than waiting to open the sim, ... 

artnoh" ^ ^ o oo^^ ^ ^ Y - - ^ ■'o-top-secret.htmi - G3K • Cached - ^iiv-iia; pages 



Results for: update OTP secret 

Easy.OTP-lQken Home. 

Using a contactless reader, Administrators of customer care portal can update the Easy 
OTP Token memory: token id, secret keys given by the customer portal. ... 

www.gerT!alto.com/products/'easy...otp....token/ - 25k - Cached - Sifriiiar pages 

Top Secret: A History of Black Ops Patches : NPR 

Jan 14, 2008 ... And so if you're going to fly secret airplanes, you need to have a ... I mean, 
we've talked about that this is a secret world and these ... 

wwvv.npr.O!-g/tenf!plates/story/story.php?storyld=-1 8067308 - Sifriiiar pages 

Using OTP 

Using OTP. Last update: IVIarch 23, 2001 ... Password: At this password prompt, you enter 
your OTP you generated using key (not your secret or Unix password). ... 

vvww.abieminds co ^ - ^ oo . ^i - 7< - v - S ^ ^ ^^ . s 

draft-ietf-otp-ext-00 - OTP Extended Responses 

INTERNET DRAFT OTP Extended Responses September 25, 1996 check-update ... and 

thus set the OTP sequence and/or secret to a value chosen by the attacker. ... 

Mobile-OTP: Strong Two-Factor Authentication with IVIobi ie Phones 

last update of this site: November 9th, 2008. NEW (2008-1 1 -29): changed otpverify.sh to .... 

Mobile-OTP is based on a function of PIN x Init-Secret — > OTP. ... 



OTP Keygen - palmtop database 

Nov 17, 2004 ... The secret passphrase. OTP Keygen will then compute the response in 
two ... and do not lose patience if the update appears to be stuck. ... 

www.bitrot.de/pda. .otpkeygen.html - 10k • Cached - Sirr>:iar pags^j 

OTP: Update on Niki 

Re: OTP: Update on Niki. From: Kimmy. Re: Update on Niki. From: Owen Love ... ( 
alt.support.stop-smoking); Re: ASC Secret Santa 2007 update: ... 

newsgroups.derk8iler.com/Archive/Alt/alt.support.arthritis/2005-10/msgQ0971 .htm! ~ 10k - 
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HTTP/1 .1 200 OK Date: Tue, 09 Apr 2002 06:08:47 GMT Server: Apache ..■ 
The check-update and check-value fields provide a simple defense against active ... The 
OTP system prepares a secret and seed for iteration by concatenating ... 

www.pGtarGO.riet/ietf/aii-ids/drait-ietf--otp -ext-G0 ixi - 21k - Cached - SirnMrpages 

[PDF] Using BiGuard OTP (ASAS Server) with BiGuard SSL VPN Gateway 
File Format: PDF/Adobe Acrobat - View as HTML 

same Shared Secret word will need to be entered in the BiGuard SSL VPN ... ESN of the 
BiGuard OTP key to the user, please click on the Update User button. ... 

Rent A Coder - C# Class for 0ATH/HMAC/SHA1 OTP (one time password) 
Aug 1 4, 2008 ... This is using the one time password (OTP) standard put out by the 
OATH .... puts(h. update) # => "287082" Using HOTP as a class method secret ... 

.v\^o .0^ 0 0"^ \ ^ \"^^o^ -.nowBidRequest.asp? 

irigBidReQLiestld-986417 - 73k - Cached - S;rnii3;- pages 
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Web Results 1 - 1 0 of about 31 4,000 for OTP secret expiration, with Saf esearch on . (0.27 seconds) 

Did you mean; TOP secret expiration Top 2 results shown 

Expiration date does 

Discusion about Expiration date does not matter in the AboveTopSecret.com website 
alternative topics discussion forum IVIedical Issues & Conspiracies. 

www.abovetop3ecret.com/fQrum/thread145689/pgl - 54k - Cached - Sir?iiiar pages 

Ex.pired..Hydro.cod.on.e,..p.age..l 

Discusion about Expired Hydrocodone in the AboveTopSecret.com website alternative 
topics discussion forum Health & Wellness. 

vvy/w.beiowtopsecret.corn,''threadi81718/pg1 - 63k - Cached - Similar pages 
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Results for: OTP secret expiration 
draft-richards-otp-kerberos-03 - OTP Kerberos 

Richards Expires December 27, 2007 [Page 1] Internet- Draft OTP Kerberos June FAST 

Facilities The secret used to generate the OTP is known only to the ... 

tec- .■^ . ^ o'^ ^ .\ ^N'- - ^ \'^o-- 

draft-hoyer - keypro v-pskc-aiq orithm-profiies-00 - Additional .■. 

Dec 24, 2008 ... This Internet-Draft will expire on June 27, 2009 constraints apply: - The 

value of the <Secret> element MUST contain key material with a .... This algorithm can be 
used for otp, challenge response, parameter based ... 

toolsJetf.org/htirii/dfaft-hoyer-keypfOv-pskc-aigorithm-profiles-00 - 58k - 



Token provisioning - Patent Application 20050188202 

... a serial number, one or more expiration dates, a copy of the certificate ... The 

Requesting Token can store the OTP Secret. The stored OTP Secret can ... 

.vi. A ' 0 ^ ' 0 "'oO ' ^ ^ 0 ' " V .\ -■ 

From: http://www.ietf.orq/internet-drafts/draft-hoyer-keyprov-pskc ..■ 
This algorithm can be used for otp, challenge response, parameter based MACing ... 
Secret * Counter * Time * Timelnterval Hoyer, et al. Expires June 27 ... 
xmi.coverpages.org/draft-hoyer-keyprov-pskc-aigorithm-profiles-00.txt - 40k - 



iPDH One- Time Pa sswords 

~ ' ■ PDF/ Adobe Acrobat - View as HTML 
The good news is that OTP secrets are typically longer than 8 characters and .... on the 
market which expire (after 2 years or 4 years, depending on which ... 

vvw-A'.de*i!-ru!i.ooriv-ha:/fis2000./otp.pdf - Siriiiiai- pages 

Activldentity Tokens 

... to resources by possession of the token and knowledge of a secret (a PIN number). ... 
Activldentity algorithms are compatible with the Activldentity OTP smart card ... Re- 
provisioning an expired token is expensive and inconvenient, ... 

www.actividentity,com/products/tokens..otp home.php ■ 40k • Cached - Simiia! pages 
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SWlTCHmirror - internet- Drafts & RFC 

This Internet-Draft will expire on June 27, 2009 The "OTP" attribute of the <Usage> 

MUST be set "true" and it MUST be the ... Time * Timelnterval The following additional 
constraints apply: - The value of the <Secret> element MUST ... 

mirror.swjtch.ch/c9i-Din,<k5aK;hYiph-[i!vJ5td'"''p!ev1fcyi/:-^^ 
profiles~OO.txt&scope==draft - 17k - Cached - Similar pages 

CWO/2005/083924) TOKEN PROV!SION!NG 

The Requesting Token can store the OTP Secret. The stored OTP Secret can then ... 
[0012] In one embodiment of the present invention, the same OTP Secret can ... 

>\ A >\ 00 ■ . o'oo X !^p'?iA-US2005005482SDISPLAY-DESC - 32k - 



OTP Methods for TLS 

The current document leverages these ciphersuites by using shared secrets that are based 
on OTPs. As such, the OTP becomes the basis for authentication of a ... 
0 0 ^^ 0 .^ . ^i^o ' o;p-tis-oo.htrni - sik- 



draft-i.nn-olp-tls-OO txt 

21 Linn & Nystroem Expires December 7, 2006 [Page 2] Internet-Draft OTP Methods for 
TLS ... to each other based on common possession of a shared secret. ... 

WWW21 .ocn.ne.jP/--k-w8st/SSLandTLS/draft-l:nn-otp-ti3-00.lxl - 35k - 
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Results 1 - 10 of about 54,500 for seed update " public key " with Safesearch on. (0.23 seconds) 
Advogato: Blog for randombit 

Update 2008-12-08: I've confirmed that the private half of a DSA keypair can be derived 
from the public key and a single signature/message pair, ... 

advogato. org/person/randombit/diary/9.html -Ilk- Cacr->ed - S^n-iilar pages 

draft-badra-tls-key-exchanqe-00 - Pre-Shared-Key key Exchange .■. 

In many cases, a TLS public-key- based handshake is unnecessary; .... methods for TLS 

August 2004 server calculate the seed and update the pre shared key as ... 

Embedded Java Security: Security for Mobile Devices - Googie Books Result 
o> \ ^ ^ . ^ '-^-^ . -Coirspi.tsrs- 243 pages 

... seed, 0); It is easy to notice that the seed update depends only on the ... The challenge 
is more likely to be a nonce encrypted with the public key of ... 

books.google.corn,''books'?isbn-l846285909... 

Class java.security.Signature 

with a public key, which initializes the signature for verification public final KeyPair 

generateKeyPair(byte seedQ) throws KeyException ... 

www.cs,mun.ca/~michaei/iava/jdk1,1-beta2-c. ,30 ^ .^a ,^oo ^^^ «. .html -46k- 
G.ached - Similar pages 

SyM.em and metho according to the .,, 

Nov 3, 2004 ... The memory card 20 includes the public key storage unit 201 , a random 

number seed storage unit 202, a random number seed update unit 203, ... 

"0 ^f^l 473722.html - Simiiar.paoes 

Park Seed: Seeds and plants for vegetable, flower, annual and ... 

... you use Park Seed's public key to encrypt your personal information. ... Parkseed.com 

may update this Privacy Policy from time to time to better serve ... 

g/Park/MP.PrivacyPoiicy/NV.scChannei.sitemap - 50k - 

CodeProject: Porting Java Public Key Hash to C# .NET. Fr ee so urce .. . 
Oct 26, 2004 ... The tutorial demonstrates how to export the Public Key using Java to . ... 
The default constructor automatically creates the seed value. ... 

m-vvv .-ccepr- act com/<3/secu! tv.''portingJava..public_k0y.aspx - 123k - 

Free seed cataiogs Download - seed catalogs Unux.Sof^^ 

We had to update atct tool to keep the track of all catalogs indexes and metadata It is 

encoded with the public key - i.e. se = encode(seed, ... 

[iText-questionsJ PubLic key security handler 

Nov 22, 2006 ... getEncodedReceipent(i); + md.update(encodedRecipient); getEncoded 

0, 0, seed, 0, SEED_LENGTH); // create the 20 bytes seed -i- } catch ... 
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Mailing List Archive - java-dev : Re: Public Key encryption .■. 
Have you seen some documentation claiming that using the same seed input to the .. 
Java-dev mailing list ([EMAIL PROTECTED]) Help/Unsubscribe/Update your ... 
^ - " vo 0^ \. ^ ^ - .v\v\-convmsg03189,htmi ■- 12k- 
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Results 1 - 10 of about 96,500 for " one time " token re- keying " public key " with Safesearch on. (0.35 seconc 

Inlernei-Draft J. Marchionj Working Group: individual ARX. inc ■.. 
Aug 14, 2008 ... In the event that re-keying is required for signature keys the ... The 
functions normally provided by a software token, public-key smart ... 

vvwAft?Jetf.org/intern0t-drafts/draft"rnarch!oni-itzhaki-dS"Syst0i-n-deployment"OO.t.xt •■ 30k - 



StorefrontBacktalk » Blo q Archive » Opposition To Tokenization A ... 
May 9, 2008 ... Since you've expressed concern over both certificate handling and the 
performance of public key cryptography, it makes me suspect you're ... 

\\v\,< -'\^ ' •i>M-o-.o^ \ Oi.-*position-to-tokeni2r.ation-a-lot-more-than- 

:o\e ' ' 0 - ^ ^ - V \- ^ 

[PDF] One:Ii me Passwords 

File Fosi^iai PDF/Adobe Acrobat - View as.lHIML 

One Time Passwords - Unix Security track. Public Key Authentication Re-keying 

tokens for users. • Some tokens expire after 2-4 years. • OS upgrades ... 

www.dser-run.com/~hai/ns2000/otp.pdf - Similar pages 

VS 2005 trick for obtaining the public key token and blob of a .■. 

... and you've built it at least one time, selecting the new Get Public Key menu item ... re: 
VS 2005 trick for obtaining the public key token and blob of a ... 

RFC 2093 {rfG2093) - Group Key Managemen i Protocol (GKiVIP ■.. 

The token field is validated with the public key of the source. The token version number 

is ... The rekey interval specified in the token is stored locally. ... 

Securing the Username Token with WSE 2.0 

Any password equivalent such as a derived password or S/KEY (one time password) can 
be ... If you're not going to encrypt the Username token, the first two ... 

msdn.microsofi.oom/en-us/library/ms396931 .aspx - 38k - Gacned. - Similar pages 

interQet-Drafi; J, M 

The functions normally provided by a software token, public-key smart card or ... 
authentication options: (i) RADIUS protocol with one-time password token, ... 



Amazon Web Services Deveioper Community : One-time access tokens 
Re: One-time access tokens. Posted: Apr 20, 2006 6:40 PM PDT in response to: ... the 
outgoing stream using the token + some random bits as the public key ... 

developer. arnazonw8bservices,com/connect/rnessage,jspa?messagei 0^^:37394 - 44k ~ 

R FC 2093 - G roup Key M 

The token field is validated with the public key of the source RFC 2093 GKMP 

Specification July 1997 6.2.2 Rekey The purpose of rekey is as follows: o ... 
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Firewall-Wizards: RE: [fw-wiz] Username password VS hardware token ■.. 
The one time PIN burned into most USB tokens is almost guaranteed to be written down 
by dumb users ... (Firewall-Wizards); Re: public key authentication ... 
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Results 11 - 20 of about 96,600 for " one time " token re- keying " public key " with Safesearch on. (0.17 secor 

Re: AxiomaticTokenizer - Increased payment securit: ^^o<^ ^ . --so^ 

msg#00019 .■. 

: GHANGE-A-LOCK Rekey Kits 
; $10.95 Do-it-yourself kits, Kwikset 
Schlage, Defiant, E-Z Set, Yaie.etc 

www.changealock.corn 



service's public key can be incorporated in the application. ... Previous by Date: Re: 
AxiomaticTokenizer - Increased payment security with one time tokens ... 

osdir.com/ml/finance.e-gold.user/2007-iO/msQ00019.htrnl - 28k - Cached - Sifriilar pages 

Unified Authentication OTP Services - one-time passwords - from .■. 

By providing a token, smart card, or other OTP generation tool to business ... Learn more 

about Verisign® Public Key Infrastructure (PKI) Solutions. ... 

vw.ov v.e / \ ' UifhenrinaTion/enterprise-authentication/enterprise-otp/ - 27k - 

Authentication an.d. K 

called Token Verification Public Key (TVPK), and then, registers the TVPK together with 
his public key .... MU only by means of one time operation of hash ... 

ieeexplore, i8ee.org/iel5/440261 6/440261 7/04402680.pdf?arnumber=4402680 - 

Internet-Draft J. IViarchioni Working Group: Individual ARX. Inc .■. 

Sep 30, 2008 ... Re-keying 4 2.2. Applications and User Authentication 5 2.2.1 provided 

by a software token, public-key smart card or USB stick, (i.e 

w\Ar,v. ietf .org/internet-drafts/draft-digital-signature-system-deployment-OO.txt - 35k - 

[DOC] Profile for SLCS X,509 Pub 

File Format: Microsoft Word - View as HTML 

End-entity Certificate Expiration, Renewal and Re-keying ... on a secure hardware token; 
generated from a transient yet unique session handle retrieved from ... 

Re: RSA SecurlD SiDSOO Token vulnerable by design 

To access its local cryptographic services (key generation, .... which RSA pioneered with its 
work on the seminal Public Key Crypto ... 

archive.cert.uni-stijttgart.de,'t)ugtraq/2006/09/msg00272.html - 21k - Cacned - Sin-iiia; pages 

[PDF] Using Token Based Authentication 

File Format: PDF/Adobe Acrobat - View as HTML 

We're interested in their use for Public Key Infrastructure (PKI) .... All All tokens use 
encryption, techniques to generate One-time, passwords. ... 

RE: Weak authentication in Xauth and IKE, CMC token enroll 
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The public/private key pair can be generated immediately prior to authentication using the 
token card and once the resulting certificate is used any ... 

(Last updated 23 March 2006) Name : Magnus Nystrom Email ..■ 
Mar 23, 2006 ... For example, if the token is a one-time password token, ... If the public- 
key variant of CT-KIP is used, this may result in the attacker ... 
www.iana.org/assignments/media^ypes/appHcaibn/vnd.otps.ct-kip+xmi - 13k - 

[ppTi Some New Applications of Qne-Time Passwords 
F-ile Format: Microsoft Powerpoint - View as HTML 

token. 314 152. Yet Another Approach: Public-Key Agreement + OTP Hashing .... 
Algorithm-independent: How OTPs are passed, not how they're generated ... 

w\^w^rsa.oorrl./rsalabs/staff/bios/bkai^ski./pubiica^ions./other/kaiisk!■otp■appiicat^ons^^ 
- Sjmllar.pages 
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